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HA T OCOPILAHWSATIAV
CNEUMANUCTDLI OT JJJEJJ;MJI /U;JJBHE UE
UUCNA dULLIY HJDI‘ X ATAK HA 3. JEI/HH HHGLIE

MOYTOBLIE ALLUKM FOCOPT AHUSALIUA!
NPV PAGOTE CIAJIEKPOHH O GHI0M

HE HA1O: HALO:

-

0

OTKPbLIBATb BJIOXXEHUA
NoYTOBbIX COOBLLLEHUA OT
HEU3BECTHbIX
OTNPABUTENEN

NEPEXOIUTD N0 CCbIJTKAM.
MNOJIYYEHHbIM OT
HEU3BECTHbIX

MPAHUTbL U NEPENABATbL B
OTKPbLITOM BULE BAYHBIE
JIAHHBIE (3AAPXUBUPYWTE
UX U YCTAHOBUTE MNAPOJIb)

MNPU PETUCTPALIUU ALLLUKA
YKA3bIBATb
BUOIrPA®UYECKUE
IIAHHBIE. UCMNOJIb30BATb
MNPOCTLIE NMAPOJIUA U
NoBTOPAIOLLUECA
CUMBOJIbI

BHUMAHUE!
EAUWHCTBEHHbIA HANEMHbBIA CNOCOE SALLUTDI
- 3TO BALIA BAUTEJIbHOCTD!

[ JIABHOE YINPABJIEHUE M0 NPOTUBOAEACTBUIO KUBEPTIPECTYNHOCTU KM MBI BEJIAPYCHU
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3AOYMBILLAGHHMKN MOTYT Y3HTb
4TO-TO HYXHO® O TBOSH XH3HU

3a MacKoi OHAGHH-COBeCeAHNKa
MOXET CKDBIBATLCA
3AOYMBILLAGHHHK

fis i

3AOYMBILLAGHHUK MOXET BCTPETUTL MHdbopmaLwieit MOryT 3aBACAETb
Te6A C HEAOGPbIMU HOMEPEHMAMM M BOCTIOA30BQTBCA
HeAOBpOXeAaTeAn

Bcenaa BakHO MOMHMTb: HEMPABYABHOE NOBEAEHNE
B VIHTEPHETE MOXET MPVHECTV GOABLUIOY BPEA,

KPYTNOCYTOYHbIN
MWHHCTEPCTEO BHVTPEHHMK AEN eauHbLIN
PECMYBIUKMA BENAPYCh Homep < 102
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MOLLUEHHWUKWU BOPYHOT BA3bl IAHHBIX U HA3bIBAKOT BAC
N0 UMEHKU-OTYECTBY, A B TEJIEGOHE BUAEH HOMEP BALLEI0O BAHKA

BAM 3BOHAT N0 TENE®OHY U COOBLLAIT YTO [IENATb:

BALL G/M3KWH POACTBEHHHK (CbIH, BHYK, MY)X) MONPOCUTE 3BOHALLEND NEPELATD
TIONAT B BGEAY (ABAPHIO, OTPABIIEH, APECTOBAH), TPYBKY BALIEMY POLCTBEHHHUKY;

W YTOBbI «BbINYTATLCA» U3 UCTOPUM, OH NPOCHT MEPE3BORUTE EMY CAMM W YBERMTECD,
TIEPEBECTH [IEHBI Y YENIOBEKY, KOTOPbIA MOMOXKET 470 C HiM BCE B NOPAAKE

Y BAC OBHAPY)KEHO ONTACHOE 3ABO/IEBAHHE,
NPELIATAIOT BbICTPOE OBC/EAOBAHHE
W NIEYEHKE <YHHKATIbHBIM> IEKAPCTBOM

MIPE/ICTABMTEN MEAYYPEXIIEHHH HE
HA3bIBAIOT IMATHO3bI 110 TENEQOHY,
HE «BE/IUTECh» HA NOA0BHbIE 3BOHKH

BAM BbIENERA GECTITATHAR NYTEBKA B CAHATOPH, WHKAKIK JOTTAT OQULHATBHBIE

HO KYXHO HEMHOTO JOMNATHTb, HATPUMEP, COUMATLHIE CTYKEbl HHKOTA

3A BbIBOP MECTA OTZbIXA HE TPEBYIOT

bl BLIATPATH B NOTEPEE WA PO3bITPBILE MPH30B, [ HE BEPBTE, BAM HABEPHAKA
OQOPHAEHMA NOTPEGYETCA BHECTH HESOTLLINE SEHBTH 3BOHST MOLIEHHHKH

C BALIEH GARKOBCKOI - COTPYIHHKH GAHKOB HE 3BOHAT KAHEHTAM H HUKOTIA HE
KAPTHI BbUTA NOMBITKA TPEGYIOT HA3BATh CEKPETHBIE CBEIERMA 0 KAPTE W CYETE:
DB BT - HHKOTA HE HASBIBAITE W HE BBOZTE H-KOI,

EE SABOKHPOBAT;

3BOHWT AKOBbI MPELCTABHUTENL
C/IYXKBbI BE30MACHOCTH BAHKA
W TIPEAIATAET PA3BIIOKH-
POBATb KAPTY, HO 1114 37070
EMY HY)XHO COOBLLWTH EE
HOMEP 1 KOA, BALLIW
NEPCOHANbHBIE AAHHBIE

TPEX3HAYHbI/ KOL HA OPATHOM CTOPOHE KAPTBI W
0/HOPA30BbI NTAPOIIb U3 CMC;

~ HE HABYPAVITE HUKAKUX KOMBUHALYI HA TENEGOHE;
- TIONOXKWTE TPYBKY 1 HE NEPE3BAHHBAVITE B BAHK
BCTPEYHBIM 3BOHKOM. MOXKHO NEPE3BOHHTD B BAHK
110 OOULMANLHOMY HOMEPY (OH YKA3AH HA KAPTE)

W COOBLLMTH 0 3BOHKE

0ABHUTE bAUTEJIb
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POACTBEHHUKOM

o W
He A3 ceBsl OBMaHYTH! |
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TENE®OHHOE MOLUEHHUYECTBO:

b

r.Y
OCTOPOXHO!
MOLUEHHUYECTBO!

IR

MNepeBecTu npepgonnary 3a

Hecyu.lECTByIOI.I.WIﬁ TOBap B mxemarasuHe
VN Mo M3MEeHEeHHbIM peKBM3UTaM GaHka

— L/,

lMepeiiT No nopAenbHON CCbiNiKe
6aHKOBCKOIi CMCTEMbI 1 BBECTM JINYHbIE AAHHbIE
(noruH 1 naposnb, HOMep 1 TPEX3HauHbIiA KOA C
060pOTHOI CTOPOHbI 6aHKOBCKOW KapTbl, KOA U3
CMC, kopoBoOE C/I0BO)

F

nepel-II/ICJ'IVITb AEHbrn Ha Kapty
W ONNaTUTb poacTBEHHUKY, {
Apyry, nobsuiemMy yenoseky

Ha nopnenbHom 6upxe BNOXUTb
AEHbrn B MPOEKT, akobbl ans
noJsly4yeHns naccnBHOro goxona

BonbLue nHgpopmauum
Ha caunTe

[naeHoe ynpaBneHue
https://mvd.gov.by

o NpPOTUBOAENCTBUIO KUGepnpecTynHocTH
KM MB[ Pecny6nuku Benapycb
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BHUMAHME,
MOLLUEHHUKN!

Bam 3BOHAT NOCPERCTBOM MECCEHKEpa
WAK C HeU3BECTHOIO HoMepd...

* He NAHMKYMUTE U He BepbTe TOMY, UTO BAM FOBOPAT

=
S . 7))

00 He BbINONHAKTE HUKAKMX AeHCTBHM

{5 mompocbbe TpeTbHX NuLY

=

i npexpaTuTe pasroBop

< ° nepe3BOHMTE POACTBEHHHUKAM M yOenuTech,

=] 4TO HHUEro He CAYUMNOCh

< BALLU CbIH
00« coobwmTe B MUNMLMIO 0 3B0HKe [RESULNE:1=51M

HYXHbI
AEHbI'A!

mvd.gov.by
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BHAMAHWE, OMACHOCTb

SALLUTHTE CEBS
0T MOLLIEHHMKOB: \\

HE NEPEXOMIUTE no ccoinkam u nucbMaM or
HE3HAKOMIEB, He HUKHMAMHTE HO KAPTUHKM M KHOMKH .

HE BEPBTE o6euyannam BHe3aNHbIX BbIATPbILIEH .

HE MCIONb3YMTE OfIHAKOBbIE MAPONH [iNs BCeX
ORKOYHTOR _._.._.......oeoooeecemeecmenceme e

HE YKA3bIBAHTE NHYHYI0 HHOPMALMIO B OTKPBITBIX \
MCTOMMMKOX ____ ... ..ot

HE COOBLLAHTE caom nepcoHanbHbie fAHHbIE |
H BaHHble 6aHKOBCKOW KAPTBY ... ... ... \

HE JJAMTE CEBS OBMAHYTD! ;

Ecnv Bbi wnn Bawm 6nuskue crann

KepTBAMM MOLICHHMKOB, HIH Bbl i 4
NoRo3peBaeTe, YTO B OTHOLICHHH BaC 1 0 2 "
NAGHHPYIOTCA NPOTHBONPABHbIE AEHCTBHS Drarn:
HESAMELTTHTENbHO COOBLLATE B MUTTHLIHIO! LUk
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VI EVY
HUUBUMERd EMEL|

3AOYMBILLIAGHHMKM MOTYT Y3HQTb YTO-TO

HY)KHO® UM O TBOBH XKM3HU 'mﬂba@a@m

3a Mackoi OHAQH-coBeceAHnKa
MOXET CKPbIBATbCA 3AOYMbILLAEHHUK

3AOYMBILLAEHHUK MOXET BCTPETUTL
168 C HeAOGPbIMU HOMEPEHUIMU

MHIbOpMALIME MOTYT 3ABAGAETH M
BOCTIOAB30BATCA HEAODPOXEATTEAH

BOsrAC BCBHO NOMEAR, HEnOe N '
. B MHISDHETS MOEH A€

NYBNWKW BENA
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HAYYUTE CBOUX POAMTEJIEN
PUHAHCOBOU rPAMOTHOCTVI

MO NMPOCLBE TPETbUX .IWILI.
NMPOrPAMMBI

i‘“"",: TaBHOE ynpaBJieHHE MO MPOTHBOACHCTBHIO
S KMG p pectynHocTH MBJI Pe ny6 mku Bemapych
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H E YCTAHABJIUBAMTE
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10 NpABMA GE3ONACHOCTH B HHT 5’~

HE 0 AAW B HHTEPHETE Toro,
4T0 HE COEAAA Bbl B PEAABHOH XH3HH,

OAAHCA HESHAKOWLES § ATEDHETE,

0051004 MPABHAA XOPOLEF© TOHA B RHTEPHETE,
OHW HHYEM HE OTANVARITCA OT TEX,
KOTOPHiE AEWCTBYIOT B PEAADHOM MHPE.

(-]

HESAXODK A ESHARONE CAV, HE PpEYOnK Mo Hh: BCE, 4T0 MOMALAET 6 HHTEPHET,

Hw 8 ke 5
R 10 AW, TOAYUERHA B ECCEHINEPAX TAM H OCTAETCS (LUXE ECAN 5bAO YIAAEHD),
TAK kak 37H AloQH MOrYT OKA3ATBCS COBGEM HE TEMM,

34 koro cesd BhgART,

‘A~ PACMCAHWE 3AHATHH

MOHEQEADHUK

Ynpasietne Kn
IMHMCTRPCTEA By pemHHX Ae Pocnyirukn Berapycs.
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TEJIEDOHHDIE
MOLLEHHUKHA

MOryT NPEACTABUTDHLCA
PABOTHUKAMMU BAHKA vnu
NMPABOOXPAHMUTEJIbHbIX OPFAHOB

H E coo6uwante
AaHHbIE KapTbl U Koabl M3 CMC

H E odhopmMnante
KpeauTbl NO Npocb6e TpeTbux nuu

H E ycTaHaBNMBauTe
nporpaMMmbl Mo NpPocb6e TpeTbUx Nuy

H nepeBoaMTE AEHLIN SR maomaL
Ha «3aLUMLLEHHDbIN CYET» e

H E nepexoauTte no ccbisikaMm
OT HE3HaKoMLIeB

ecnu npepnaraloT OTMEHUTb
pacxofHyIo onepauumio,
KOTOPYIO Bbl HEe COBepLUAnMN

NEPE3BOHUTE B BAHK!

V ecnu y6eXxaaloT yCTaHOBUTb
nporpaMMy Ha Balle YyCTPOMCTBO
€C/1 NPOCAT Ha3BaTb AaHHbIe

V ANl OTMEHbI SKO6bl 0thOPMIEHHOMN
AOBEPEHHOCTU Ha onepauum
no BalleMy BKNagy

ecnu y6exxpaioT opopMUTb
KpeauT U NepeBecTU AeHbru
Ha «3alUMLUEHHbIN» cYeT

ecnv BaM ofo6peH KpeaurT,
KOTOPbIX Bbl He ohopMnanu

K« «

NEPE3BOHUTE B MUJTULIUIO!

eCJIM NPOCAT NOy4YacTBOBaTb
l« B «pa306/1aueHnM He[o6pPOCOBECTHOro
COTPYAHMKA GaHKa»

YCTAHOBUTE B VIBER
3ALLUUTY OT JIMLLIHUX 3BOHKOB

maeHoe ynpasneHue
no NpOTUMBOAENCTBUIO
kuGepnpecTynHocTv

KM MB[] Pecny6nuku Benapyck
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m3vicA BESONACHQ

&) MNonbsyntecb MOGUAbHBIM ! KeHuamm 6aHka
(~#. MepexopunTte B NH
@ canTa 6aHKa J
MpoBepsiiTe agpec UHTEpHeT-6aHKNHIa B afpeCHO CTPOKe,

U\’Qﬂ MeXAy nocsiefHen TOYKON N NepBoil HAK/IOHHON YepTon
=" BOMXKHO 6bITb TONbKO TaK .by/

-0QHKUHT TOJIbKO C Od)llll.llllaﬂbHOTO

. AKTUBMpYWNTE Ha KapTe, NCNosib3yeMon ANA OHNalH- |
" nnartexen, ycnyry 3-D Secure (noareepxaenne nnatexeit SMS-kogom)

\ He nepexogute B UHTEpHET-6aHKUNHT MO CCbZIKaM B
’ MOMNCKOBbIX cMCTemMmax

- He ncnonbsyiite SMS-Koapbl oT 6aHKa n Kog c 060poTHO
' CTOPOHbI KapTbl ANA NONYYEHUA [EeHEXKHbIX CPefCcTB

7 ‘1;: He nepexogunuTte no cCbiyikam ns c006u.|e|-|vu7| AnA goctyna K
I/IHTepHeT-GaHKVIHry N NHbIM cepBucam nan yoiyram

O |0

Losleios Ll Borblie uHgopmaumm
%é‘ ol Ha caifTe
3 Ll https:/mvd.gov.by

MmaBHoe ynpaBneHue

o NPOTUBOAENCTBUIO
KubepnpecTynHocTn

KM MBJ, Pecny6nuku Benapycb
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MpaBuno N2 3:
OCTOPOXXHO C HeE3HaKoMLUaMU!
He cornawancsa HQ BCTPEYU C JTFOAbMU,

| s ' \ KOTOPbIX Tbl BCTPETW/1 TO/IbKO B
. Ny - HTepHeTe!
: .

ByAb B CeTU KPYTbIM AileTeKTUBOM!

]
NMpaBuno N21:
He penutbca nu4HOU nHdopmaumnen!
Hukorga He paccKa3bIBAW HE3HAKOMLIAM
CBOW /INYHbIE AQHHbIE!

MpaBuno N2 4 :
He oTKpbiBaTb Nogo3puUTeNibHble CCbITKA!
OHU MOryT rNpPMBECTM HA ONACHbIe CQUThbI!

F '

-|!||I-' Ii':l -‘
ot

J ' i MpaBuno N2 5:

Paccka3biBaTb B3pOC/bIiM!

Ecnin yTto-TO TEGS HAMYras10 UK MOKA3A/10Ch
CTPAHHbLIM B CETU, 0693ATE/IbHO PACCKAXKN 06
STOM POAUNTENIAM UIIN YHUTETIO!

-T — g . '
' uﬂ.";q..!.'!:j;l"

NMpaBuno N2 2:
Mcnonb3oBaTb NpoYHble naponu!
[ouagymMaun C/IOXKHbIE MAPOJSIv, KOTOPbIE
HUKTO HE CMOXKET yraaartb!

BMECTE Mbl caenaeM UHTepHeT 6e30onacHbIM Anga scex!

- . '
jl - J!'l. lh. A
[TOHEJEJIbHUK BTOPHUK CPEJIA YETBEPT [IATHULIA CYBBOTA

t
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OCTOPO)XHO!

MOIUEHHNKHU B UHTEPHETE

BULLUHI

HE coBepluaii H1Kakux
neicTBuiA Ha cMapTdoHe no
npocbbe NOCTOPOHHUX MWL,

HE cnepyit uHcTpykumsam
HE3HaKOMLLEB, NO3BOHUBLLMM
C HEW3BECTHOro HoMepa

U/

HE nepeBopu peHbru
HE3HAKOMbIM JI0AAM B
KayecTBe npefonnaThl

HE coobwait HensBecTHbIM
JML,AM CBOW NePCOHasbHble
[aHHble

Coxpanu 3Ty MHPOpMaLKIO ¥ MOAENICH C HPYTUMMU
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OCTOPOJXXHO!

MOIUEHHWKU B UHTEPHETE

(N |
Sy <
°
He Toponuck nepexoautb

MO CCbIKE, NOTy4eHHOM
OT He3HaKoMLa:

BO3MOXKHO, OHa BEAET Ha m M I-I-I M H r
GULLINHIOBBIN caifT

HE nonbayiica oTkpbITbIMU
Baii-¢ait-ceTamu B kade
WY Ha ynuue

htpp: T =
He cnewm nepexoaunTb no DunHrosas ccbliika MoXeT
CCblnKe: BBEAM appec anVITM B MECCeHAyKepe, no
BPYUHYIO 3N1EKTPOHHOI MouTe, B

CMC-CooBLL,EeHnn

Coxpasu 3Ty MHPOpMaLMIO ¥ MOAENICH C KPYTUMMU
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BHUMAHUE!

BE30ITACHOE MCITOJTI30BAHME COLICETEH,
MECCEHJI)KEPOB M JIEKTPOHHOM ITOUTHI!

a HENb3A [
Pasweusars nepconanshyo (@) ® @ @ Pearuposars Ha

U KOHTaKTHY1O nucbMa ot
uHdopmaumio o cebe B HEen3BeCcTHOro
oTnpasuTens

OTKPLITOM AOCTyNe 9
Wcnonb3osatb OtkpbiBaTh

yKa3aHue reonokaumu * MOA03pHTEsNbHOE
Ha doro B nocrax OrBeyarb Ha arpeccuio u B/IOXEHME K NUCbMY
® O s BbIPaXEHNs

| Coxpanu 3Ty MHPOPMALMIO ¥ MOAENNCH C HPYTUMMU
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BHUMAHUE!

3ALINTH CBOIO

BAHKOBCKYIO KAPTY
W HEJIb3A 546 ]

Coobwatb CVV-koa nnu

XpaHWUTb MUHKOA BMeCTe
oTnpasnsTb ero Gpoto

C KapTon

(g S | [ows)
Pacnpocrpansts g \D y CoobLatb AaHHble,
JIUYHbIE AAHHbIE, IOTVIH nosyyeHHble B BUAE
¥ Maposb AoCTyna K SMS-coobLueHuit,
cucteme CEaHCOBbIE NAPOK, KOA,
«MHTepHeT-6aHK1HM aBTOPU3aLMM U T.4.

Coxpasu 3Ty MHPOpMaLMIO ¥ MOAENICH C KPYTUMMU
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BHUMAHHUE!

HUAPPOBASA BE3OITACHOCTD
B MHTEPHETE

YCTAHOBUTE AHTUBUPYC HA BCE ! l
BALLIN YCTPOICTBA &

HE nepexoaute no HE coobwaiite cBon
CCbIIKaM M NUCbMaMm OT nepcoHasbHble AaHHbIE
HE3HaKOMLIEB, He 1 AaHHble GaHKOBCKOM
HaXVUMaIiTe Ha KAPTUHKM 1 KapTbl

KHOMKKU

4=
a8

QO
i i
HE ykasbiBaiite nuyHyio

HE BepbTe obelwanuam
MHdOopMaLMIo B

BHE3aMHbIX BbIMrpbILLEl ’ HE mcnonb3yiite opgnHakosble OTKPBITbIX MCTOMHMKaX

Naponn Ang BCEX aKKayHTOB

Coxpasu 3Ty MHPOpMaLMIO ¥ MOAENICH C KPYTUMMU
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Kak He cTaTb *KepTBOM KNbepnpecTyrnHuKa.

3ALLMTA BAHKOBCKOWU KAPTOYKMU

OcHoBHbIe NpaBuna MHGOPMaLMOHHON 6e30MacHOCTH Mo 3awmTe

6aHKOBCKOWM KapTO4KM:

. He pekomeHpyetca
XpaHWTb B TaliHe MWH-Kog KapTbl
XpaHUTb NH-KOA BMeCTe

C KapToYKoM/Ha KapTouKe

MpYKpPbIBaThL N13A0HbIO
KnaBWaTypy npv BBoge

nuH-KoAaa
i y coobuwats CVV-Kog nnm

odopMnATL ; S EP 0TNpaBnATL ero $oTo

oTAesnbHylo : i 3 2

KapTy anAa pacnpocTpaHATb SINYHble

OHIaMH-MOKYMOoK 2N > AaHHble (HanpuMep
s
ZeHbI 3a4UCNATL > £ nacrnopTHbIe), NOruH

TONbKO B pasMepe 1 Naposib AOCTYNa K cUcTeMe
npegnosiaraemMom MoKymnku "NHTEpHET-6aHKNHI

@ coobLaTb faHHble,
rnoJly4eHHble B BUAe

cKpbITb CVV-Kof Ha KapTe (Tpex3HauHbIi HoMep Ha SMS-coobLyeHuin, ceaHcoBble
06paTHOW CTOPOHE), NPefBapUTESIbBHO COXPaHWB ero naponu***, ko aBTopusaumu,

ucronb3oBath yenyry 3-D Secure* U AMMUTLI Ha
MaKCcUMasbHble CyMMbI OHMaiH-oMepaLnii

naponu 3-D Secure

noAKnouUTb yenyry “SMS-onoselleHne”

v I §] &

*Yenyea 3-D Secure - 9n1a noOmsepdeHus oHaltH-nIamesKa depmamerib KAPMOYKU 8800UM 0cobbil KOd
(nony4aem e2o 8 cMc-coobLUeHUU Ha mene@oH).

**Kod CVV - nocredHue 3 yugpbl HoMepa Ha 0bpamHoLi cmopoHe niamerHoL Kapmel cnpasda Ha besiol UHUU,
npedHa3HayeHHoU dns nodnucu. Kod daem B803MOHHOCMb PACNOPAHKAMBCA CPedcmBamu, HaXO0AWUMUCA Ha cHemy,

Pu3LYHeCKU He KOHMAKMUPYA ¢ Kapmod.
*** CeaHcosbil] naposib - npedocmas/ifnemca npu 8xode 8 UHMepHem-baHKUHe, OeticmaumesieH /lulib 8 meyeHue

00HO20 hIaMmeHO20 ceaHca.

WcTouHnk: MB[ Benapycu. © NHporpaduka





